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Public Part

The following slides can be
shared with suppliers.

Note: These are only examples and
neither recommendations nor
complete.
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Supplier Security Explained

Motivation

= Why Supplier Security?
= To fulfill our contracts, Webasto must ensure that suppliers can deliver or provide services to \Webasto.

= Webasto must be able to assess the IT security or cyber resilience of the suppliers.

= What is the target of the questionnaire?
= The target is the IT landscape and organization of the supplier.

= The targets are not the services or products provided to Webasto.

= |s it sufficient to provide one of the requested certifications (TISAX, ISO 27001, SOC 2 Type 2)?
= The questions must always be answered.

= |[f a supplier holds a relevant certification, only evidence of the certification must be uploaded.
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Supplier Security Explained

Question 1: CISO

One person responsible for Information Security MUST be appointed and known to all employees.

= Why?

= Without defined responsibilities and management support, IT and Information Security cannot be

implemented in a company.

= Possible Evidence
= Letter of Appointment

= Organizational Chart
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Board of Audit
LETTER OF APPOINTMENT Directors Committee
Sub: Letter of Appointment as Chief Information Security Officer (CISO)
for ISO 27001:2013 President/CEQO - — — — — Internal Audit
-
Dear -
Other C-Level Chief Information Chief Risk Chief InfoSec
This is to inform you that you are appointed as CISO for ISO 27001 with WEEEAE Oificen Officer Officer (CISO)
effect from | | 1 | : |
i " SIETSTTITEI ST ro . L N B IT Steering Chief Technology Network ) |
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1
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Supplier Security Explained
Question 2: ISMS

The supplier MUST have an Information Security Management System (ISMS) that covers at least the
security organization, policies and risk management.

= Why?

INFORMATION SECURITY MANUAL

2. [pocumentation

2.1 Ogmusutu Nam: ISMsdowmcllmoosntsof

= Without dedicated and independent personnel, defined and communicated
policies and a risk management for the whole organization, effective IT and
Information Security is not possible. e A S

The control oh]ect ves described in thls manual are ach ieved by controls
that indlude polici {wh ch provide 5o Dr.-ruvdg idelines
n specific o m:rnl as) and pros edresThesepl are either induded
o in, o efere ced fr om this manual (15027001 7.5. 1}

= Possible Evidence — e TR e e

= |[SMS Tool (Screenshot)

: ©

2.1.3 Reurd of how Orga nication Name a DD| d( ind continues to apply) its
contin |\mpmvemelpmc!ss which is described in section 3 of this

manual n improving the suitability, admuacv and eﬁemv‘e ess of its [SM5

oy | oot § M. | Moo WM gt (15027001 4.4 and 10).

2o Thomins psicaehirrks: e sl ot o thes Kb e il
which are den(\ﬁed in this manual but are separate from it, are Tier 2
documents (IS027001 7.5.2 nd 7.5.3).

55555 L nd Ope Work Instructions, which set out specific

e performance or execution of smeﬂflc tasks, induding

of the effectiveness of the controls, in Organisation

= |[ISMS Documentation

o

P de(a Is of audits, information security incidents and

ol e the fourth tier of Organisation Name's ISMS
sLl :27301 7.5.1b and 9.2g).

= Slides explaining ISMS

“| has clearty defined authorisation levels which cannot be

T TL UL
(R TR T
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Supplier Security Explained

Question 3: Mobile Devices

The supplier SHOULD have a concept covering the management and protection of mobile devices
(smartphones, tablets, laptops and storage devices).

= Why?

= Mobile devices are part of every companies IT, but small, portable devices
can be stolen or lost and concepts like Bring your Own Device (BYOD) or Mobile Phone Policy

The following are [COMPANY NAME] s guideines for using a mabile phone during wark hours.

H H 1 H Maobile phones are an essential part of our lives; at the same time, they pose severe health and
I S avo rS a a I I 0 n a CO I I I p eXI y a n rl S S - safety concems for our employees. Keeping In mind the satety of our employees, the following

Mabile Phane Paicy is adopted by the company. Each and every person must adhers to the
code of prackice:

[COMPANY NAME] pusts its amployees and visiter's satety at the forefront and is committed to

H H ensuring a safe and healthy environment; as such, the use of mobile phones is strictly
u os s I e VI e n ce T Status pronibited, except in the designated areas

Quickstart DT The pelicy applies to all employeas, contract werkers, contactors, and visitors to tha company
site.
MinAGE [ covpuant
Amobile phone includes any electronic device capable of communicating, processing data, or
| 7 recording

= Mobile Device Policy
= BYOD concept
= MDM* Suite (Screenshot)

<Company> Mobile Device (BYOD) Polic

The use of parsonal mobile phones is strictly prohibited in the following areas

Introduction = On operational plants, machinery, or any other equipment

Mol . * Whie assisting in any cperafion of plant. machinery, or equipment
s * Whie working above the ground

« Onthe roads in the company premises

» While camrying out any work duty within the company's premises
Whie driving vehicle

= Whia atiending meefings

5, SU
o pal
f the approp

To ensure the privacy and safety of confidential infomation. using mobll e phones to record

Device configuration | confidential information is strictly prohibited

The company encourages allowing the mabie phane in the following situations

e Indesignated areas where they are considered safe

s Forwork-related communication where it is necessary
» To communicate any emergency

o Tokeep track of werk progress or work-related tasks

In the interest af the public. all perscnel are reminded notto usEtXpam I e

ass vided inad  roads

ﬁ)&am ces to the company network, employees must agree To The Terms and
N i , and install required software onto their mobile devices.

*MDM: Mobile Device Management
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Supplier Security Explained
Question 4: Cloud Policy

Public

The supplier SHOULD have a concept covering the access, use and protection of cloud services
unless no externally provided IT services are used.

= Why?

= Using external cloud or IT services potentially brings benefits regarding
costs, cost efficiency, personnel and static hardware costs. However, it also
introduces new challenges because there is less direct control over the

hardware, software, services or personnel.

Supplier Security Requirements

Information security policy

Cloud computing

Date ‘Who What
October 2022 | Gary Hinson Template prepared for SecAware

Version
DRAFT

Policy summary

The information risks associated with cloud computing must be properly identified, evaluated and
treated, using suitable information security controls

Applicability

This palicy applies throughout the organisation as part of the corporate governance framework. 1t
is particularly relevant to Information Owners who are considering or already using cloud
computing. This policy 2lso applies to third party employees working for the organisation whether
they are explicitly bound [e.g. by contractual terms and conditions) or implicitly bound [e.g. by
generally held standards of ethics and acceptable behaviour) to upheld our information security
policies.

Policy detail

Background

Cloud computing presents both risks and opportunities.
by cormercial i 1 (Cloud Service Providers) thriss s fond’ fins £
Internet). The services provided range from servers ans
install and manage their own applications, up to co
Information is usually processed and stored remotely, in o =
organisation

Aside from information risks conventionally associated v ot

risks relating to the supplier relations and cloud technologs <« R A
on @ large scale to numerous customers represent larger &+
hackers, fraudsters etc. and are more likely to come to the.
authorities than in-house IT services. CSPs and customes
security responsibilities. There may also be complici i s i
obligations to protect personal information under the EU ¢ S

On the other hand, there are several advantages to Cins oy o o i
specialisation, access to a pool of IT and support resow: =
geographical diversity and “access from anywhere’. Clouc ] Wi

and suitable option provided the associated informy v e - 5
appropriately. Failing to do so would be negligent.

Example

= = - .
= Possible Evidence T

Suppter name: [ ] vt

suppler contact name: [ ]

Suppiier contact function: [ |

Date of the compietion: [ |

. . rea Seore
. |One person responsible for Information Security MUST be appointed and known to all employees. Partially compliant 6

The suppler NIUST have an Information Secury Mianagement System (SHS) fa covers at least
- the information securty organization
- Information security policies and controls, Partially compliant 6
an information securty risk management process
150 27 andA51.2

(Organizational Securiy | 11.. ¢ ier SHOULD have a concept covering the management and protection of mobll devices (smartphones, tablets, iaptops| partatly compiiant | 3

. . and storage devices). 1S0 27001 4.6.2.and A 8.3 s
Th uppler SHOULD have2concept o h cces, s and priection of coud e e o ety povd T oy compiane | 3
[ | Services are used. 1SO 270 nd CLD. 12 con

The supplier MUST have an awareness prwram/lra\mng for the employees. /SO 27001 A 7. 2 andA722 Partially compliant 3
The supplier MAY have Information Security certifications (e g. 1SO 27001, TISAX, SOC 2 Type 2) Partially compliant | 3
The suppler MUST have a backup concept. Backups SHOULD be tested atleast annualy. 150 27001 A 12 Partially compliant | 6
The suppir MUST v aBusinessConnly anagemen Dsaster RecownyPan. 150 2701 4. —
The supplier MUST have implemented measures to protect against scam/phishing/fraud emails. 1SO 27001 A.12. Partially compliant_| 6

OperatonlSecuy | 4PPer WU hav mpemened 2 octorAuhnicaon ra moeacess and allloud senes. 50 27001 494, lariaycompilnt | 6
The supplier MUST have an antivirus solution that is centrally monffored. 1SO 27001 A12.2 1 Partially compliant | 6
The supplr MUST e & palch arageen oncet g oguar patch el O3 Ut and st pgates. 50 oy compant | 6
The supplier SHOULD have a log management concept. /SO 27001 A 1,A1242andA Partially compliant 3

Production Security The supplier SHOULD have network segmentation for production systems. SO 27001 A 13.1.1 and A Partially compliant | 3

S"“‘F"w ?snavea Software development and festing guideline uniess o software is developed. 1SO 27001 A.14.2.1, h‘ aty comptant | 3

Compliance Score:

60%
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Supplier Security Explained

Question 5: User Awareness

The supplier MUST have an awareness program/training for the employees.

= Why?

= Cyber attacks and malware shifted towards attacking users instead of servers or
services. As a result, users must be trained not to disclose confidential information
on the phone or execute suspicious e-mail attachments.

= Possible Evidence

protect yourself, your fam

- Anti-Phishing Simulation (Screenshot) | = PN

formati: aia
B F a v attachm u
I L
— The Click The Breach
AT it s, couin
- . Vigi s Prot

Exam

= Awareness Trainings (Screenshot)

= Training Schedule and content

T
Y,
CD..E,
fiof
nnffd
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Supplier Security Explained

Question 6: Security Certifications
The supplier MAY have Information Security certifications (e.g. ISO 27001, TISAX, SOC 2 Type 2)
= Why?

= Security certifications are evidence that an accredited external auditor did review the security measures of
the supplier. In general, this includes all of the questions that are part of this questionnaire.

= Possible Evidence
CERTIFICATE
= TISAX Label (to be shared through ENX**) il g o
<
. oL
= |SO 27001 certificate = _
2 P — Sys_lqm and Orga"nizatimj Cont_rols {50"0 2)_ Reporf -._Typg 2
= SOC2 Type 2 report (first page & ToC*) ISO/IEC 27001:2013 _ s AR
Scope:
o _ Raymond Chabot Si—
ExdmpeTry b | ©CuntTomton  —
— ' Exampl
*ToC: Table of Content. ampie

**If the supplier has TISAX Labels, they know what to do. Our Participant ID is PH15Z4.
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Supplier Security Explained

Question 7: Backup and Recovery

The supplier MUST have a backup concept. Backups SHOULD be tested at least annually.

= Why?

= Most companies cannot produce or provide their services without their IT systems running their data
being available. To ensure that data loss is not irreversible, regular backups of data and IT systems are
essential.

= Possible Evidence
= Backup & Recovery concept | ’ I : i ]
= Backup & Recovery solution (screenshot)
= Recovery test result (excerpt)
' "'.-Exa.mplle
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Supplier Security Explained Public

Question 8: Business Continuity

The supplier MUST have a Business Continuity Management / Disaster Recovery Plan

= Why?

BUSINESS CONTINUITY PLAN

Backgroun

= Being prepared to keep services and production available during incidents, cyber

Aim

attacks or disasters is the only way to fulfill SLA requirements. Tho ensure this, B

disrupt normal business activities.

-

~

An emergency and incident are a situation or event that may cause injury, loss of life,

relevant incidents must be identified, and countermeasures must be prepared

The plan aims to minimize the effect an emergency or incident may have on members of

w

staff, the company’s equipment, or premises and identify actions that may be taken to

and also tested. ™

This Continuity Plan applies to the following business functions.
The applied recovery team will utilize the necessary resources to restore and resume

v e

Hunctions, in order of the highest priority based on the impact on the business.

- - A Higher priority function is used for the restoration of the processes that are deemed to be
™ RPO business critical for the performance of the company and to reach its objectives.

The following list aims to provide a guide to the Recovery team to restore functionality of
Result Check Details the business:
i] Inf RPO Target RPO is 24:00:00 (HH:mm:ss)

Target RPO Met Yes

®

~

Critical Business Function: [INSERT CRITICAL FUNCTION]
To initiate the recovery plan for this business function, the function is expected to be

. . - VMs not meeting RPO None interrupted or delayed for [INSERT HOURS]
= usiness ontinul y once p o AP el o Gescption ot functo: [NSERT OESCRITION]

Potential threat(s) to this function: [HIGHLIGHT POTENTIAL THREATS].

@

» o
s

11. Recovery procedures: [HIGHLIGHT RECOVERY PROCEDURE]
RTO 12. Required resources: [HIGHLIGHT REQUIRED RESOURCES]
. Resukt Ohack Detally High-priority business function: [INSERT HIGH PRIORITY BUSINESS FUNCTION]
- D Isa Ste r Re cover P I an i info 10 TargetRTO is 01.00.00 (HH s 13, To'mtate the reoven o for i busines functin,thefuntan  expetel o be
i Duration Test duration was 00:04:10 (HH:mm:ss) interrupted or delayed for (INSERT HOURS].
Target RTO Met 0 achieved 14. Description of function: [INSERT DESCRIPTION]

-
4

. Potential threat(s) to this function: [HIGHLIGHT POTENTIAL THREATS).
Recovery procedures: [HIGHLIGHT RECOVERY PROCEDURE]
Datalab Initialization Required resources: [HIGHLIGHT REQUIRED RESOURCES]

u D i Saste r Re Cove ry TeSt P rOtOCOI (exce rpt) E‘Xa m p I e"’ F'“f" - Start Time End Time Duration Medium-priority business function: [INSERT MEDIUM-PRIORITY BUSINESS FUNCTION]

18:05:19 18:07:28 00:02:09

e
S&

-
%

To initiate the recovery plan for this business function, the function is expected to be
interrupted or delayed for [INSERT HOURS)

Description of function: (INSERT DESCRIPTION]
Potential threat(s) to this function: [HIGHLIGHT POTE| Xal I Ip e

Recovery procedures: [HIGHLIGHT RECOVERY PROCEDURE]

Mo
SRR
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Supplier Security Explained

Question 9: Phishing and Fraud Protection

The supplier MUST have implemented measures to protect against scam/phishing/fraud e-mails.

= Why?

= Spam, Scam, Phishing and Fraud e-mails are a growing threat to every company and account to over
90% of all e-mails. Dedicated solutions filter most of the incoming, unwanted e-mails to protect the
receiving company.

= Possible Evidence

= Anti Spam Solution (screenshot) == | .

= Anti Fraud Trainings (screenshot / excerpt)

Example ~—— T T
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Supplier Security Explained
Question 10: Multi Factor Authentication (MFA)

The supplier MUST have implemented 2-Factor-Authentication for all remote access and all cloud
services.

= Why?

= User credentials are available for sale in the darknet or can be compromised using Phishing E-Mails or
just guessed. The only but very effective solution against this is to require an additional factor like
biometrics, an authenticator app or other MFA solutions.

= Possible Evidence L .
= Multi-Factor Solution (screenshot)
. i O asers ‘a-’m’grro:ps selected ? B Microsoft
= Multi-Factor Concept (document / slides) | e I
gitions @ 1 More information required

rmaecrcs | EX@MPl@ e
.
lected controls
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Supplier Security Explained

Question 11: Anti-Virus Solution

The supplier MUST have an antivirus solution that is centrally monitored.

= Why?

= The only way to detect and prevent an outbreak of malware in the company network and IT systems is a
centrally monitored anti-virus solution. EDR or XDR solutions provide more security and visibility, but an
anti-virus solution is a mandatory minimum requirement.

= Possible Evidence

= Anti Virus Solution Agent (screenshot) o = ey =

= Anti Virus Management Dashboard (screenshot)

& Security providers

iy - 0 - z Manage the apps and services that protect your device.
Endpoint User Activity Status 28
Web Threats
Blocked & 9
® snactie O Antivirus
472 27 inactive 2+ Weeks
@ 250 Inactive 2+ Maths 3] Bitdefender Antivirus

® Lonarrteced | PeleyWomiem Bitdefender Antivirus is turned on
s

Microsoft Defender Antivirus

Microsoft Defender Antivirus is turned oHE I
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Supplier Security Explained

Question 12: Patch Management

The supplier MUST have a patch management concept including regular patch intervals, OS updates
and software updates.

= Why?

= Unpatched Software has vulnerabilities that can be exploited by attackers. Not all updates can be applied
immediately, and downtimes must be scheduled, but a Patch Management Concept enables a company

t ilabilit d ity of their IT syst
o ensure availability and security of their IT systems. | |
1. Sex
- - This Types.
kkkkk
= Possible Evidence -
Router and Switches
=
= Patch Management Concept (excerpt) SR e
**** Pla tehing Iperating system
WinZkl2r In proce: Windows 1
e
aaaaaaaaaaaaaaaaaaaa gx Ansto media hone Not stas Windows 10
= Patch Mana g ement S olution ( screensh Ot) s (oo Py Sty S« | PRy o by Do T+ oy s Y ek s el = T
Policy Severity  Classificat tion Critical Updates  foduct Vendor Release Date Missing Install.. Unins...
2 e Important Other Ven Wireshark (x64) 4.0.3 Sea Updats fireshark ~ Wireshark -Jan-21 1 0 Yes
2 - Moderate Other Venx Definition Updates even-Zip 7Zip e " i
= Moderate Other Ven Updates otepad + Notepad+ '5-Dec-2(
. - Other Ven Ser s findows Server Microsoft
B - Other Venc Update Roll icrosoft Defend... ~ Microsoft
. - Updates Drivers findows Server Microsoft
e - Other Vende Tools  licrosoft Defend... Microsoft
e - Definition Upd: Feature Packs licrosoft Defend. rosof
o - Definition Updates  Security Intelligence Update for Microsoft Defender Antivirus « (1) Upgrades ~ licrosoft Defend...  Microsoft 31-Dec-2
- - Update Roll fool x64 109 (KB8S Other Vend findows 1 rosof 0-Jan- 2
Exam ie T moows1l  Maosor 2
. - p)t jen KB2267602 (Version. licrosoft Defend. rosof E
xample
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Supplier Security Explained

Question 13: Log Management

The supplier SHOULD have a log management concept.

= Why?

= Most servers, applications, services and appliances create logs that can be used to prevent or solve
problems and to ensure availability of production and services. However, those logs can only be used

effectively, if they are collected and monitored in a controlled way.
Intranet Open Database
= Possible Evidence 5
= Log Management Concept (excerpt) -y
= Log Management Solution (screenshot) . | )
e "{'"““i'“' N e cR
. 3. B =g Ueanpe
Example J
16 (~lebasto
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Supplier Security Explained

Question 14: Production — Network Segmentation

The supplier SHOULD have network segmentation for production systems.

= Why?

= Network segmentation limits the spreading of malware in computer networks and reduced effects of
misconfigurations. Especially in production environments or for legacy systems, network segmentation
might be the only way to isolate and protect vulnerable systems.

= Possible Evidence ? e @ é

. PR i VA RE
= Network Blueprint (excerpt) T Do | \

2 | Qé__é N > A ' i Finance g

= VLAN List and Description ;o aa o s v =

“ (AR ‘E ‘b‘ E HR ‘App ,pp 'App l

s ! Tan. YEEE o
w |8 @@ ‘ "Eﬁ Sl - .
gy . Example
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Supplier Security Explained Public
Question 15: Software Development

The supplier SHOULD have a software development and testing guideline unless no software is
developed.

2. Internal Documentation Standards

Why~
If done correctly. internal documentation improves the readability of a software module.

= A software development guideline including software lifecycle management el e e el e
and software testing will greatly reduce the probability of bugs or misconfigurations. | =" -
This is true for classical and agile software development concepts. ______

In Scope Out of Scop)
In Scope Out of Scope «

o The name of the author who created the file
*  The date the file was created

«  The author’s development group (e.g. HSEB, HSMB)
« Description (overview of the purpose of the modules)

Note that a module is a method, function, or subroutine.

Each module contained within the source file should be preceded by a block of comments
showing the following:

. -
- Possible Evid ——
0SSl e viaence SDLC Diagram PowerPoint Template * The name of th original sutor (the modide uthor isdiffvent than he author

Functional Test Plan . o
of the file.)
‘Assumption . f the

The date the module was created
A description of what the module does
Alist of the calling arguments, their types, and brief explanations of what they do
Alist of required files and/or database tables needed by the routine, indicating if
the routine expects the database or files to be already opened
All of the non system routines called by this module (optional)
Return values
Exror codes/exceptions
Operating System (OS) specific assumptions. e.g. this routine expects binary files
Name Roles Respg to be Little Endian or this routine uses OS specific language extensions,
Name . | | (optional)
o Alist of locally defined variables, their types, and how they arc used. (optional)

Maintenance

= Software development guideline (excerpt) R

to the market.

Functional Test Plan Constraints
Constraint «

o e

Software

[(Name <o o [ [

= Software testing guideline (excerpt)

Development Life .
gycle _ — o Modification history indicating who made modifications, when the mods were
4. Fu:onal Test Entry Criteria made, and what was done. (optional, if the modification history is being logged
1D riteria .
using CM software).
SDLC 4.1 | Entry Criteria ¢ foare)
,/ Appendix A of this document contains internal documentation templates. Appendix B
/ contains an example of software modules which use these intemal documentation

standards.

3. Coding Standards

General coding standards pertain to how the developer writes ffod > 3
come up with a small set of items it feels should be followed rfgardl; a p e

programming language being used.

= Software lifecycle management concept i

= 5. Functional Test Cases
ID_| Test Cases
5.1 | Test Case
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